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Abstract We propose a quantum secret sharing protocol, in which Bell states in the high
dimension Hilbert space are employed. The biggest advantage of our protocol is the high
source capacity. Compared with the previous secret sharing protocol, ours has the higher
controlling efficiency. In addition, as decoy states in the high dimension Hilbert space are
used, we needn’t destroy quantum entanglement for achieving the goal to check the channel
security.
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1 Introduction

In the last decade, the principles of quantum mechanics have supplied a lot of interesting
applications in the field of information. Quantum key distribution (QKD) is one of these
applications. The first quantum key distribution protocol [1] was proposed by Bennett and
Brassard in 1984. Since then, all kinds of QKD protocols [2-14] have been put forward. In
addition, utilizing the principle of quantum mechanics, the other cryptographic tasks have
also progressed rapidly, such as quantum teleportation (QT), quantum secure direct commu-
nication (QSDC), quantum secret sharing (QSS) and so on. The QSS is an important branch
of quantum communication and the generalization of classical secret sharing into a quantum
scenario. In the QSS, the task that needs to be finished is which a secret message is splitted
into several pieces by a boss, each agent holds a piece; and no subset of agents is sufficient
to extract the message, but the entire set is. Obviously, the QSS may play an important role
in protecting secret quantum information so that the works about QSS have attracted a lot
of attention in theoretical and experimental ways [15-37]. All these works may be divided
into two kinds, one only deals with the QSS of classical messages (i.e., bits) [15-24, 33,
34, 36, 37], or only deals with the QSS of quantum information [25-31] where the secret
is an arbitrary unknown state in a qubit; and the other [32, 35] studies both, that is, deals
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with QSS of classical messages and QSS of quantum information simultaneously. In this
paper, we only consider the sharing of classical messages and propose a feasible theoretical
protocol about multiparty secret sharing of classical messages. In order to make it own the
high capacity, we employ Bell states in the high dimension Hilbert space [38, 39]. Recently,
that quantum communication protocols are proposed in the high dimension Hilbert space
has been a hot point of research. For example, in 2003, Deng et al. [40] suggested a two-step
quantum direct communication protocol; later on, Wang et al. expanded Deng et al.’s proto-
col to the high dimension case [38]. In 2005, Cola et al. [41] proposed a class of quantum
protocols to teleport bipartite (entangled) states of two qubits ; subsequently, Nguyen gen-
eralized it to the case of arbitrary quNits [42]. In two-level system, Zhang et al. proposed a
QSS protocol [35] based on the entanglement swapping of Bell states; before long, the QSS
protocol of two-level system was generalized to that of three-level system [36]. Our QSS
protocol in the high dimension Hilbert space isn’t the expansion of the previous protocol,
indeed, we design it out under the inspiring of Wang et al.’s protocol [37]. And all agents in
our protocol have the higher controlling efficiency than those in Wang et al.’s protocol [37].
In addition, in order to check eavesdropping and to save quantum entanglement source, we
utilize two batches of decoy states (particles), which are inserted into the two sequences. By
making a single-particle measurement on decoy particle, whether the quantum channels are
eavesdropped can be judged. At first, we give three-party case of this feasible theoretical
QSS protocol, and then generalize it to the multiparty QSS case. Suppose Alice is the boss,
and has two agents: Bob and Charlie in the distance. Alice herself knows that one of them,
Bob or Charlie, is dishonest and not completely trusted. Also Alice knows that the honest
agent will stop the dishonest one from doing any damage. Before describing our three-party
QSS protocol, we define the Bell states in the d x d-dimension Hilbert space as follows:
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W = Y e /) ® |j +mmodd),/Vd. ¢))
j=0
where n,m =0, 1,2, ...,d — 1. The unitary operators we need in this scheme:
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The number of unitary operators is d2, and they can transfer the Bell state
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into the Bell state |V, )nr» 1.€., (I @ Upp)|Wo0)nt = |Wum)n:- Here I is the identity matrix
which means doing nothing on the photon /. In addition, we put forward two sets of measur-
ing basis (MB) in the high dimension Hilbert space. The Z-MB is composed of the following
eigenvectors [39]:

1Zo) =10}, |Z1)=11), |Z3)=12)---|Z4—1) =d —1). “
The eigenvectors of the X-MB can be described as following:

1
—(0) 4+ 1) 4+ |d — 1
ﬁ(|>+|>+ +1 )

| Xo) =

@ Springer



2854 Int J Theor Phys (2010) 49: 28522858

1X1) = —=(10) + 1) 4+ e - 1))
1) = — e . e —
Vd
1X2) = —=(10) + ¢ T 1) 4 e — 1))
) = —— e ase e —
Vd
X0 1) 1 (10) + 2(d—dl)m‘ ) + 2><2(dd—l)ﬂi 2) +
d—-1) = —= e e
Vd
(d—1)x2(d—Drmi
+e a |d —1)). Q)]
We still introduce one operator (Hadamard operator):
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which can realize the transformation between the two MBs.

2 Construction of Quantum Secret Sharing Protocol

In our three-party QSS protocol, Bell states and decoy states in the high dimension Hilbert
space will be employed; Alice is the boss, that is the sender of secret messages, and both
Bob and Charlie are the agents. Next, let us detailedly describe this protocol, and its main
steps are as follows:

ey

2

Alice prepares an ordered EPR pair sequence, in which all EPR pairs are in the [y/)o.
We denote the ordered EPR pair sequence with [P, P}, P, PY, P¢, P?, P¢, P!, P¢,
Pl ..., P4, P’] (simply say P sequence). Here, a and b represent two particles in
one EPR pair; and the subscripts “1,2,3,4,5,...,n” indicate the orders of EPR
pairs in the P sequence. Alice takes one particle from each EPR pair to form
an ordered particle sequence, [P], Py, Py, P}, P&, P¢,..., P!] (simply say P; se-
quence). The remaining partner particles form another ordered particle sequence,
(P!, P, Pl PP, P2, PL, ..., P"] (simply say P, sequence). In addition, Alice still
prepares a batch of decoy particles, say d particles. Every d particle is randomly
in one of these states: |Zy),|Z1),...,|Z4—1), 1X0),|X1),...,|Xq4_1). Next, she in-
serts the d particles into the P, sequence. So the P, sequence is changed into
[Pf, P, Py, P4, PS¢, PSPPI, PEPE, ..., PY, P9] (simply say P/ sequence). The po-
sition of each d particle in the P, sequence is secret, only known by Alice. And then,
she sends the P, sequence to Bob.

After receiving the P/ sequence, Bob selects one of d? + 1 operators and performs it
on each received particle. Here, d> + 1 operators include d? unitary operators and one
Hadamard operator. By the way, the probability that Bob selects the Hadamard operator
is 3, and the probability of selecting each unitary operator is 5&>. And then, Bob sends
the P/ sequence to Charlie. Next, what Charlie does is the same as Bob’s. In the end,
Charlie sends the P/ sequence back to Alice.
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After receiving the P/ sequence from Charlie, Alice randomly selects Z-MB or X-MB
to measure each d particle. Then, she publishes the position of each d particle in the
P/ sequence, and requires Bob and Charlie to tell her their performing operators on
each d particle. So Alice can analyze the error rate of the P/ sequence transmission by
comparing her measurement outcomes with her deducing outcomes. By the way, since
Alice can’t select the correct measuring basis for all d particles, half d particles are
wasted and useless for the security analysis. In other words, Alice can’t judge whether
the quantum channel is secure by analysing this half d particles. Similarly, part K sam-
ple photons in the protocol [37] are also useless as the incorrect selection of measuring
basis. But, depending on another part d particles, Alice can decide the error rate of the
P/ sequence transmission. If the error rate goes beyond the threshold, the process is
aborted. Otherwise, the process goes on to the next step.

Getting rid of the d particles, the P/ sequence is changed back to the P, sequence.
Next, Alice encodes her secret messages by performing the unitary operators (U,,,) on
the particles in the P, sequence. In advance, Alice, Bob and Charlie have an agree-
ment that each unitary operator corresponds to two-Nit (N = d) classical messages.
After encoding, Alice rearranges the P, and P;, sequences back to the P sequence.
Before sending it to Bob, Alice inserts another batch of decoy particles, say d’ par-
ticles, into the encoded P sequence. So the P sequence is changed into [P¢, P,
pr, PY Pg, P2, PY P, P2 PY P PE PE PYPE L PY PY PP] (simply say
P’ sequence). Similarly, also every d’ particle is randomly in one of these states:
1 Z0),1Z1), ..oy | Za—1), 1X0)s | X1)s -+, | Xa—1); and the positions of the d’ particles in
the P’ sequence are also secret, only known by Alice. Whereafter, Alice sends the P’
sequence to Bob.

After confirming that Bob has received the P’ sequence, Alice publishes the positions
of d’ particles in the P’ sequence and the state of each d’ particle. According to Alice’s
publishing information, Bob uses proper measuring basis to measure each d’ particle.
So they can judge whether the P’ sequence is attacked from Alice to Bob. Even if it
is attacked, the eavesdropper can’t get any useful messages but destroys the sequence
transmission. If it isn’t attacked, getting rid of the d’ particles and making the P’ se-
quence change back to the encode P sequence, Bob and Charlie collaborate to perform
the Bell state measurement on each two particles in the P sequence in order. By the
way, they have to collaborate in order to correctly make the Bell state measurement.
This is because some EPR pairs in the encode P sequence are in the superposition of
two different Bell states after Bob” and Charlie’s performing operators. If the number
of the H (Hadamard) operator in their performing operators is even, Bob may directly
make the Bell state measurement. On the contrary, if the number is odd, firstly, Bob
must perform H~! operator (Here, H H~! = I). And then, he makes the Bell state mea-
surement. Clearly, the parity of the H number is decided together by Bob and Charlie.
Until Charlie tells Bob of his performing exact operator, Bob isn’t able to make the Bell
state measurement correctly. Therefore, Bob and Charlie want to extract Alice’s secret
messages, they must collaborate honestly. Otherwise, neither of them can get Alice’s
secret messages with 100% certainty.

So far we have proposed three-party QSS protocol using Bell states and decoy states in
high dimension Hilbert space. In this protocol, the securities of the two sequences (P,

and P’) transmission are assured by two batches of decoy particles (d and d’). By measuring
decoy particles, it can be judged whether the two sequences are transmitted securely, as if

the

decoy particles act as a bodyguard role here. In Step (2), we can see that the d” + 1

operators are utilized, moreover, the probability that each agent selects the H operator is 1,
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and the probability of selecting each unitary operator is # If one agent performs each

of the d® + 1 operators on a particle that is in [1/) = a|0) + oty |1) + -+ + ag_1|d — 1)
(here, |ao|® + |1 |> + - - - + |@g_1|> = 1), he (she) will obtain d? + 1 states. Obviously, these
d® + 1 states aren’t completely orthogonal. As is well known, none is able to distinguish
them perfectly according to the quantum no-distinguishing theorem. Further, also the d? + 1
operators can’t be distinguished perfectly. In these operators, the H operator is indispens-
able. If it doesn’t exist, the eavesdropper (the dishonest agent or the outside eavesdropper)
very easily distinguishes the 4> unitary operators using a set of orthogonal basis to make a
measurement. As a matter of fact, the H operator exists, so the eavesdropper can’t eaves-
drop the information which operator is performed. In our QSS protocol, the P, sequence is
sent out by Alice, and through a round trip, it returns to Alice again. For the outside eaves-
dropper, it is impossible to extract Alice’s secret messages by intercepting the P/ sequence,
because this sequence is composed of one particle of EPR pair. As is well known, nobody
can read out any information from one particle of EPR pair. Only if the P/ sequence returns
to Alice securely, no matter what the eavesdropping trick the outside eavesdropper does in
the latter steps, her doing is worthless. Subsequently, even if she intercepts the P’ sequence,
and rearranges the sequence to the P sequence according to Alice publishing information,
she can’t read out Alice’s secret messages either. And she is only able to know the relation
among Alice’s, Bob’s and Charlie’s operators. If Bob (Charlie) eavesdropping, similarly, he
only knows the relation between Alice’s and Charlie’s (Bob’s) operators. In essence, the
security proof of our QSS protocol is similar to that of Wang et al.’s protocol [37] though
the dimension number of two protocols is different. Wang et al.’s protocol [37] has been
proved to be secure, hence our QSS protocol is also secure. Next, let us think why this QSS
protocol is put forward in the high dimension Hilbert space? The key of the question is got-
ten easily, that is, the proposed protocol has the high source capacity. In our QSS protocol,
Alice uses the d” unitary operators to encode her secret messages. Obviously, each particle
that is sent out by her can load log, d bits information. However, in Wang et al.’s QSS pro-
tocol [37], every photon loads only 1 bit. In the case of d > 2, our protocol has the higher
source capacity than Wang et al.’s. In addition, from the ahead content, we can see that the
number of Alice’s unitary operators to encode her secret messages is d2, and the number of
the operators that each agent may select in order to obtain the sharing right is d> 4+ 1. Here,

. . _ 10gd2 .
we define the controlling efficiency n = o1 When d in our protocol reduces to 2, the
Nour €quals to %. However, in Wang et al.’s protocol, the 7., equals to @. Clearly,

Nowr = % > Nyang = @, so the agents in our QSS protocol have the higher controlling
efficiency than those in Wang et al.’s.

It is very easy to generalize this three-party QSS protocol to the n-party QSS protocol
(n > 4). In the three-party case, the agents are only Bob and Charlie. However, in the n-
party case (n > 4), the number of the agents is added greatly, and we assume that they are
Bob, Charlie, Dick, ..., York and Zach (there are totally n — 1 agents), respectively. Each
agent, as well as Bob in the three-party QSS protocol, performs one of the d* + 1 operators
on every particle in the P/ sequence, until Zach sends the P, sequence back to Alice. After
receiving the sequence, Alice first checks the security of the P/ sequence transmission, and
then encodes her secret messages by performing the unitary operators, in the end, she sends
the encoded P’ sequence to any agent. After receiving the P’ sequence, first, this agent
and Alice finish the security check of the P’ sequence transmission. And then, this agent
and the other agents collaborate to make the Bell state measurements, and deduce Alice’s
secret messages together. Similarly, in the n-party QSS protocol (n > 4), all agents must
collaborate honestly, otherwise, none can extract Alice’s secret messages by oneself.
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3 Discussion and Conclusion

Making use of the Bell states and the decoy states in high dimension Hilbert space, we
have put forward an efficient multiparty QSS protocol, whose advantages is the high source
capacity, and in which all agents have the higher controlling efficiency than ones in the
previous QSS protocol [37]. In addition, in the process of the particle transmission, we
employ the “sequence transmission” idea [12]. Firstly, the whole EPR pair sequence (the P
sequence) is divided into two sequences, P, and P;,. And then, the P, sequence containing
the d particles (the P sequence) is sent out by Alice. Note that, all agents obtain the sharing
rights by performing operators. Through a round trip, the P, sequence returns to Alice again.
At last, Alice sends out the encoded P’ sequence. By the way, in this QSS protocol, we
employ two batches of decoy particles, that is, the d particles and the d’ particles. Depending
on these decoy particles, the securities of the quantum channels are analyzed successfully.
As they are used, we save the expensive quantum entanglement sources.
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